China Merchants Port Holdings Company Limited
Information Security and Data Privacy

Protection Policy

Information security management and data privacy protection are essential
safeguards for corporate sustainable development. China Merchants Port
Holdings Company Limited (hereinafter referred to as “CMPort” or the
“Group” ) strictly complies with the Civil Code of the People’ s Republic
of China, the Cybersecurity Law of the People’ s Republic of China, the
Data Security Law of the People’ s Republic of China, and the Personal
Information Protection Law of the People’ s Republic of China. The Group
continuously enhances its information security and privacy protection
management systems, effectively safeguards cybersecurity, information
security, and IT security, respects and protects data privacy, and upholds
the lawful rights and interests of employees, customers, and other
relevant parties.

This Policy Statement aims to define CMPort’ s objectives, policies, and
principles, as well as key measures, for information security management
and data privacy protection, to ensure the effective protection of the
Group’ s information assets and personal data, to prevent information
security risks, and to support the stable and continuous operation of its
business.

Objectives

1. To conduct operations in compliance with applicable laws and
regulations and to standardize day—to—day information security and data
privacy management;

2. To respect and safeguard the lawful rights and interests of the Group
and relevant parties, and to prevent the occurrence of major information
security incidents and data privacy breaches;

3. Tomitigate information security risks and ensure business continuity.

Policies and Principles

1. Overall Information Security Policy: Prevention—oriented,
comprehensive awareness, rapid response, and continuous improvement;
2. Overall Information Security Principles: Unified leadership and
tiered management;

3. Overall Data Privacy Protection Policies and Principles: Lawfulness,
legitimacy, necessity, and good faith; purpose specification; data
minimization; and openness and transparency.
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Key Measures

1. Information Classification and Grading

e The Group’ s information assets include, without limitation, data,
hard-copy documents, electronic records, and software assets. To
strengthen the management of information assets, CMPort classifies and
grades information based on its importance and sensitivity, in order to
ensure the accuracy and integrity of information.

* Differentiated security management measures are applied to information
of different classifications and grades. Core information is subject to
the most stringent access control and security management measures, while
non—core information is appropriately stored, managed, and used in
accordance with business needs, applicable laws and regulations, and the
Group’ s relevant information security management requirements.

2. Information Collection, Storage, Transmission, and Use

e Information Collection: The Group collects personal information in
accordance with the principles of lawfulness, legitimacy, and necessity.
The rules governing the collection and use of personal information are
disclosed in a transparent manner, with the purposes, methods, and scope
of collection and use clearly specified, and consent obtained from the
data subjects. The Group does not collect personal information that is
unrelated to its business activities. All user information collected is
kept strictly confidential, and sound mechanisms for the protection of
user information are established and implemented.

* Information Storage: Personal information is stored in a secure
environment, with technical measures such as encryption and backup
adopted to ensure secure storage. The retention period for personal
information is determined based on business needs and applicable laws and
regulations, and shall not exceed the minimum period necessary.

* Information Transmission: When transmitting personal information,
encryption and other appropriate security technologies are adopted to
ensure secure transmission. Secure and reliable transmission channels are
selected, and the transmission of personal information via insecure
networks or media is avoided.

* Information Use: Personal information shall not be used for purposes
other than those consented to by the data subjects. When using personal
information, the Group adopts necessary technical and administrative
measures to ensure data security and to prevent unauthorized disclosure,
alteration, damage, or loss. The Group respects and protects data subjects’
rights in relation to personal information processing, including the
right to be informed, the right to decide, the right of access, the right
to copy, the right to data portability, and the right to lodge complaints.
These rights include, without limitation, the right to obtain personal
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data, the right to request rectification, the right to restrict processing,
the right to withdraw consent, the right to transfer personal information,
and the right to file complaints.

3. Enhancement of the Information Security Management System

* A1l employees of the Group have an obligation to safeguard information
security and protect data privacy in the course of their daily work.
Employees shall not engage in any activities that compromise the Group’ s
information security, including, without limitation, unauthorized access
to the Group’ s networks, interference with the normal functioning of the
Group’ s networks, or theft of confidential data.

* Relevant information security management departments of the Group are
responsible for maintaining and updating information security management
policies and related documentation. The Group revises and improves such
policies and documentation in response to major security incidents, newly
identified security vulnerabilities, or changes in technological
infrastructure, and continuously enhances its information security
systems in accordance with the progressively improved information
security management framework.

4. Business Continuity Planning

* The Group has established sound cybersecurity risk assessment and
emergency response mechanisms to monitor and address information security
threats.

* The Group monitors and analyzes information security vulnerabilities
and completes remediation in a timely manner to ensure the secure and
stable operation of systems processing personal information.

*The Group has developed information security incident emergency response
plans and conducts regular drills. Such plans classify incidents based
on factors including severity of impact and scope of influence, and
specify corresponding response measures to safeguard business
continuity.

5. Data Breach Management

* In the event of suspected information security incidents,
vulnerabilities, or activities, all units of the Group shall report such
matters to the relevant information security management departments
within 24 hours of discovery.

e Where any conduct violates the Group’ s information security management
requirements, CMPort shall take appropriate measures commensurate with
the severity of the circumstances, including, without limitation,
warnings, fines, orders for rectification, and suspension of business
activities. Where serious consequences arise, including the leakage,
alteration, or loss of the Group’ s or personal information, the Group
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shall pursue legal liability against the responsible parties in
accordance with applicable laws and regulations.

6. Information Security Management of Business Partners

* The Group actively encourages its business partners to strengthen
information security and data privacy protection management. CMPort
clearly defines the respective responsibilities for information security
and data privacy protection in cooperation agreements and confidentiality
agreements entered into with its business partners, to ensure that
business cooperation activities comply with applicable national laws and
regulations and the Group’ s information security management
requirements.

7. Information Security and Data Privacy Protection Training

* The Group strengthens information security and data privacy protection
training for all employees to enhance awareness of information security
and privacy protection and to improve capabilities in identifying and
mitigating related risks.

Scope of Application

This Policy is a public statement of intent and applies to CMPort and
its subsidiaries over which it has operational control. The policy covers
covers all business activities. CMPort actively encourages its suppliers
to formulate and implement information security and data privacy
protection policies. CMPort will leverage its shareholder rights to
ensure that the information security and data privacy protection policies,
practices, and statements align across joint ventures and affiliates

Revew and Oversight

The Board’” s Environmental, Social and Governance Committee shall
regularly review and revise this Policy based on changes in external
laws, regulations, standards, and guidelines, as well as stakeholder
feedback, to ensure its continued effectiveness. The Board will oversee
the implementation of this Policy through the Environmental, Social and
Governance Committee, the ESG Work Leadership Team, and the ESG Working
Team.

China Merchants Port Holdings Company Limited

December 2025
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